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Clusters here, there and everywhere

Like most enterprises, you're probably managing multiple Kubernetes clusters — and those clusters
are everywhere.

According toour 2023 State of Production Kubernetes report, 69% of organizations already run
Kubernetes in multiple clouds or other environments.

And forallthe growthin public cloud computing, there’s a very good chance that some of those
clusters are runningin private clouds or enterprise data centerinfrastructures.

In fact, nearly two-thirds of those using Kubernetesin production are running clusters in virtualized
data centers, and one in four are running on bare metal.

Using multiple environments is a good thing — whether motivated by separation of concerns, multi-
region availability, or strategic multicloud approaches. It’s a hybrid cloud world. But for all the benefit:
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managing multiple clusters across different environmentsis a technical challenge.

How canyou manage whenyou’re behind a firewall?

Like many, you’re probably considering a centralized management platform to give you unified contr¢
of clusters across cloud services, edge, and the data center.
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When you have clusters in multiple environments, a centralized management platform makes sense —
but it will always be outside of the DC firewall.

Butto doits job, somehow this external platform needs to cross your firewall to talk to the on-
premises Kubernetes clusters inside your data center or private cloud.

Inbound connections like this commonly raise all kinds of security policy red flags for your network an
security teams. They don’t like to add exceptions to firewall rules or open ports. Organizations in
heavily regulatedindustries like financial services and healthcare may not allow them at all, or the
internal approvals process may be arduous, with alot of scrutiny from architects and infosec folks.

What if there was a way to create a bridge between your private data center environment and an
outside management platform, in minutes and without the need for complex firewall rules? There is.

Introducing the Private Cloud Gateway (PCG)

A private cloud gateway (PCG)is an application that you runinside your private environments. It acts a
a bridge between your private cloud or data center and an external management platform, such as
Spectro Cloud Palette, by creating a secure outbound connection from within the on-prem
environment.

This allows external management tools like Palette to deploy Kubernetes clustersin private
environments without accessing the environment directly.

Although there are other ways to establish a connection between a clusterin your private environmen
and an external management tool, they are often much more manual and fragile — a gateway-based
architecture like Palette'sis becoming anindustry best practice.

How does a PCG work?

https://www.spectrocloud.com/blog/manage-on-prem-kubernetes-clusters-with-a-private-cloud-gateway 217



11/11/26,7:07 PM Manage on-prem Kubernetes clusters with a Private Gateway - Spectro Cloud
The PCGis a containerized application that youinstallin a small one- or three-node Kubernetes cluste
inside your private environment. If your environment is VMware vSphere, MAAS, or OpenStack, we
offerfirst-class support through the Palette CLI. However, if you use a different environment, you can
deploy a PCG to an existing Kubernetes cluster.

If you have multiple private data centerlocations with Kubernetes clusters to manage, you’ll deploy a
PCGineach of those locations. Palette centrally manages all these PCGs, and you can access themiir

the Palette Ul.

Onceinstalled, the PCGregistersitself with a Palette instance, initiating an outbound connection
toward Palette using an encrypted communication channel.

The PCGregularly polls the central Palette management plane, looking forinstructions to either
deploy or delete Kubernetes clusters within the environment.

PCG in the Private Cloud

Should | create or

@

delete a cluster?

Palette

o

PCG in the Private Cloud

Should | create or
delete a cluster?

(e

Palette
Create a
) cluster
I :

PCG in the Private Cloud

@

Whenyou click on the “Deploy Cluster” button in the Palette Ul, the PCG will see the instruction from
Palette onits next poll, and start the deployment process within your environment by communicating
with the localinfrastructure provider to request resources.
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Once the new clusteris up andrunning, the PCG’s work is done. Each cluster communicates directly
with the central Palette management plane through the Palette agent available in each cluster. This
agentisresponsible for originating all outbound network requests toward Palette, managing cluster
workloads, and handling day-2 operations like patching and scaling.

Because each Kubernetes cluster communicates with Palette directly for day to day management, th
PCG neverbecomes a bottleneck, even as the number of clusters scales up. Infact, evenif the PCG
goes down, cluster operations will continue completely unaffected. The PCG plays a very different
role than a traditional ‘'management server’ such as Rancheruses.

The diagram below illustrates the network communication between Palette and the PCG.
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Deploy a Cluster with Paletteand aPCG

If you're keen to see the PCG conceptin action, we have a new tutorial on our documentation site,
Deploy App Workloads with a PCG, that will walk you through step by step.

It gives you detailed instructions on how to deploy a PCG in a VMware vSphere environment and then
using this PCG to deploy a clusterand launch the Hello Universe Palette demo application into this
environment.
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Let’s take alook at the sequence of steps tolearn how to securely deploy and manage clustersin
private environments with Palette and a PCG.

Authenticate with Palette

The first step to deploying a PCG is to use the Palette CLIto authenticate with your Palette account.
You will provide your Palette URL and APl key. Once you’re authenticated, every command youissue
using the Palette CLIwill be executed against the configured Palette environment.
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Deploythe PCG

Once authenticated, the next stepis to use the Palette CLI and the ‘palette pcginstall’ command to
deploy your PCG cluster.

The CLIwill prompt you for the information required to connect to your environment, such as the
endpoint, username, and password. You'll also be asked where to place your PCG cluster within your
environment, such as the Resource Pool and Network. These parameters are specific to the
environment you use.

Lastly, you’ll set up the size of your PCG cluster to suit your needs: the larger the PCG, the more
concurrent cluster deploymentsit can support. You can specify the number of nodes, IP placement
strategy, and the configuration of your nodes (CPU, memory, and storage). This is a brief review of the
parameters; please take alook at the tutorial for the complete list.

After answering the prompts, you can let Palette CLI do its magic. It will create alocal kind clusteron
the machine from which you're executing the Palette CLI commands, which will then be used to
bootstrap the PCG clusterinyour environment. You can monitor the progress of the PCG creation
through your terminal. Within a few minutes, your PCG will be installed and ready to use.

Deploy acluster

Now the PCG s functioning, you basically don't need to worry about it again. Inthe background, as we
described above, it'llregularly poll outbound to the Palette management plane, asking if there are an
pending instructions to create or destroy a cluster.

From your perspective, you can now head into Palette and choose your private cloud environment as
the destination foranew cluster, as many times as you like. Youwon't need to provide credentials or
connect directly to the data center toinitiate the deployment; the PCG will take care of it.

The final part of our tutorial leads you through creating a Cluster Profile, which allows you to model
what goesinto your cluster — in this case, it willinclude a layer for the Hello Universe demo applicatior
Then, you will deploy a cluster using the created Cluster Profile and access the application via your
browser to prove it all works!

What’s next?

In this blog, we explored why private environments are challenging to manage, andhow a PCG
approach solves the problem by avoiding the need forinbound connections. You’ve learned how
Palette’s PCG works step by step, and how to deploy a PCG yourself in a short walkthrough.

Check out the Deploy App Workloads with a PCG tutorial for a detailed step-by-step guide on
deploying Kubernetes workloads using a PCG in a VMware environment. To complete this tutorial, you
willneed a Palette account. Book a demo with us to get started.

You can also explore the Private Cloud Gateway section in our documentation. There, you’ll find
detailedinstructions on how to deploy a PCG to VMware vSphere, MAAS, and OpenStack. If your
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environmentis not listed, don’t worry; we’ve got you covered with the Deploy a PCG to an Existing
Kubernetes Cluster guide.

If you found this content useful or have any ideas or feedback, please don’t hesitate toreach out. You
can head to our Slack community to connect with the Spectro Cloud team.
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